


What is an agent?

WHATEVER YOU WANT .
IT TO BE




What is an agent?

JK AGENTS ARE A
COMBO OF:

GROUNDING, AGENCY,
MEMORY, REASONING,
LEARNING

SIMPLEST VERSION: ACT
WITH TOOLS IN A LOOFP
TO SOLVE PROBLEMS






What are reasoning
capabilities?

SOLVING PROBLEMS
THAT REQUIRE
SEQUENTIAL DECISION
MAKING OVER MANY
STEPS



What is safety?

WE ACTUALLY ~KNOW
THIS ONE

CYBERSECURITY, E.G.
PREVENTING PROMPT
INJECTIONS

ALL THE WAY TO X-RISK

PREVENTING
UNDESIRABLE OUTPUTS




Not Safety vs Capability,

Safety AND Capability

<

Safety
If you develop a safety method
that trades off large
capabilities, no one will use it.

Scales to overseeing, say,
0(100m) requests

Itis a spectrum!!

%

Capability
If you develop a very risky
exploration method that
improves capabilities, it is also
unlikely to be adopted.

Scales with more
dataand FLOPS
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What scalable safety-capability
levers do we have?

Model Priors

Rewards

Environments

Policy Training

Mid-training Data
Supervised Finetuning Data

Inference-time compute for rewards

Task Diversity (multi-objective)
Task Complexity (multi-agent, horizon length...)

Parameter size
Step count + Inference-time compute for rollouts



What happens when we have advanced Al
systems?

« Weare on a path to Al Systems that will outperform
most humans at most cognitive tasks by the end of

the decade
o What does this mean for all the humans?
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Al Safety, the opposing viewpoints

There will be Al will kill us
no ISsues all

A secret
third thing
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Value Alignment

iy
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Why is
alignment
hard?

|deal Specification: wishes of designer

Whose values are you aligning to? Does the designer
have the best interests in mind of everyone?

\Z

Design Specification: reward function

How comprehensive was the defined reward?

\Z

Revealed Specification: system’s behavior
after optimizing for said reward

184



Where is Al being used? Who is it affecting?

What are the values of the designer?

This is where public policy, study of Al ethics,
governance goes
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Figure 2: The responses from the LLM are more similar to the opinions of respondents from
certain populations, such as the USA, Canada, Australia, some European countries, and some South
American countries. Interactive visualization: https://11lmglobalvalues.anthropic.com/

Durmus et al. Towards Measuring the Representation of
Subjective Global Opinions in Language Models. 2023.
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Why is
alignment
hard?

|deal Specification: wishes of designer

Whose values are you aligning to. Does the designer
have the best interests in mind of everyone?

\Z

Design Specification: reward function

How comprehensive was the defined reward?

\Z

Revealed Specification: system’s behavior
after optimizing for said reward
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How to define a reward function?

« Very hard to explicitly specify every possible thing
« Tryto learnthe implicit rules for a reward via
preference learning

188



How to side step
hard problems

Humans are messy, ignore them

\Z

LLM as Judge / Learned Rewards have
errors, ignore those too

\Z

Just calculate rewards on easily verifiable things

Math Code Games
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Wang et al. Scienceworld: Is your Agent Smarter than a 5t Grader. EMNLP 2023.




Hidden Motivations and
Implications for Al Alighment

o Anotherissueis that a user may not be privy to the defined
motivations (rewards) of an Al Agent but Agent knows all about
you

o E.qg. Character Al style chatbots optimized for engagement via
feedback, hidden system prompts, etc.

o Asymmetric information makes it difficult for human to ensure
Alis doing what they want
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Oversight
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Informed
Oversight
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Amplified
Oversight

( )
Key issue: Eventually Al will be at the stage

&that we don’t know enough to verify it )
o

rCurrent research in the area tries to mimic
this asymmetry using weaker/stronger models
. J

rWhat can the model do to improve a human’s )

ability to verify?
. W,

» Example approach: model generates a self-critique that
the human can more easily understand. Explainability /
rationale generation belong to this category
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Scalable
Oversight

fMany definitions but key difference is
that maybe you can'’t trust the model to
&provide faithful critiques anymore

fModeI sycophancy: you've RLHF'd the
model so hard it only says things you
\want to hear

~

J

not align with your ideal goals but still

kpretends to in order to keep optimizing

4 )
“Scheming”: model’s specified goals do
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Oversight via Critiques and Debate
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Reasoning Rewards

Can we make reward denser by verifying the reasoning chain of
a policy step-by-step?

Most reward models do a single forward pass. How can a verifier

reason about a process that a generator takes many steps for, in
a single step?

Ankner, Paul, Cui, Chang, Ammanabrolu. Critique Out Loud Reward Models. Preprint. 2024.
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Critique-out-Loud Reward Models

User Prompt:

How can we improve reward
models?

Assistant Response:

Reward models can be
improved through higher
quality preference data and
improved preference models
such as Plackett-Luce.

Ankner, Paul, Cui, Chang, Ammanabrolu. Crtique Out Loud Reward Models. Preprint. 2024.
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Critique-out-Loud Reward Models

User Prompt:
How can we improve reward LM Head
models?

Assistant Response:

Reward models can be

improved through higher

quality preference data and

improved preference models CLoud Reward
such as Plackett-Luce. Model

Ankner, Paul, Cui, Chang, Ammanabrolu. Crtique Out Loud Reward Models. Preprint. 2024.

Self-Generated Critique:

While the options provided are
correct, the response fails to
mention generating critiques
out loud.
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Critique-out-Loud Reward Models

User Prompt: Self-Generated Critique:
How can we improve reward LM Head While the options provided are
models? correct, the response fails to

mention generating critiques
out loud.
Assistant Response:

Reward models can be Reward Head

improved through higher

quality preference data and CLoud Reward
improved preference models

such as Plackett-Luce. Model

Reward: 0.379

Ankner, Paul, Cui, Chang, Ammanabrolu. Crtique Out Loud Reward Models. Preprint. 2024.
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What can the model do to
improve a human’s ability to
verify?

But what if the critiques are
also too hard for humans to
understand?

Example approach: model generates a
self-critique that the human can more
easily understand. Explainability /
rationale generation belong to this
category

Train the Al to self-play via debate: human
provides rewards to the most useful
trajectories in the generated debates
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Constitutional Al

e Animplementation of improving alignment where the only
human inputisalist of rules or principles
e Thenthe model trains by critiquing itself

o Can be quite extensive, e.g. Claude’s “Soul Doc”(more virtue

ethics coded than utilitarian), but claimed to scale better than
the latter
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Mechanistic(?) Interpretability 1

« Forcing agents to communicate via human readable
plans. i.e. latent space reasoning is not great from a
safety perspective
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Mechanistic(?) Interpretability 2

Attention: can be
~interpreted but
perhaps not quite so
explainable

L%yer: Attention: | All

. [CLS]

[CLS]
the
rabbit
quickly
hopped
[SEP]
the
turtle
slowly
crawled
[SEP]

the
rabbit
quickly
hopped

. [SEP]

the
turtle
slowly
crawled

. [SEP]
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Mechanistic(?) Interpretability 3

Inpult Autoencoder Cutpul
o Sparse Autoencoders—forcing | Emwoder  Decoder
sparsity in learning activations B
makes things more interpretable -
Input . el j:.)mpell:

Encoder Decoder
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Mechanistic Interpretability 4 - Circuits

When

10 Mary
and
S1 John *

frevious Token Heads

S1+1 went —»

1o

Legend
Key /Value

Query —r[ Class "ff_ H_E_'El'dS }s Output

the
store

i
uplicate Token HeadE}.Enductiﬂn Heads

1

5.0

S2 John +[D
gave
a

drink

END to ,[S-Inhibition Heads]_.l

Wana et al. Interpretability in the Wild: a Circuit for Indirect Obiject Identification in GPT-2 small.

Negative Name Mover Heads |

Name Mover Heads

Backup Name Mover Heads )
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e (One formulation) Maximize discounted rewards (returns) while
keeping discounted costs below a certain threshold

max Jg(m) éf]ﬁﬁ}r [Z’}’tR(St;ﬂ;t)] st. Jo(m) = E [Z’th(ﬁtaﬂtal')] < he(x),

T

o Veryimportant esp in robotics where there are very real
hardware costs to messing up an action
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Preserve human agency by attempting to reward
systems for seeking out human oversight

Discourage fully autonomous Al systems that do
not require assistance or oversight
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LLM Security

Natural language attack surfaces

Jailbreaks are
likely unfixable via
current techniques

Bad actors can

make model do

things it wasn’t
designed for

Does this matter? If
so why?

Agents are only as unsafe as the
access you give them
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Fu et al. Imprompter: Tricking LIM Agents into Improper Tool Use. 2024.



Most of these methods tradeoff some capabilities of
the agents in return for better safety properties

Economic incentives will usually push for higher
levels of autonomy for agents, lower costs, etc

Govt policy and human design choices are critical
to curbing this
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Safe and
Effective Al

Not always a tradeoff! Use levers to
enable models to explore safely

while improving capabilities
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